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Kinstliche Intelligenz

ARTIFICIAL
INTELLIGENCE

MACHINE
LEARNING

DEEP
LEARNING

Helk ¥
MMM

NN

1950's 1960's 1970’s 1980’s 1990’s 2000’s 2010’s

%Il\ Quelle: https://www.datasciencecentral.com/profiles/blogs/artificial-intelligence-vs-machine-learning-vs-deep-learning


https://www.datasciencecentral.com/profiles/blogs/artificial-intelligence-vs-machine-learning-vs-deep-learning

Machine Learning Kategorisierung

Anwendungs-
beispiel:

Regression |
! vorhersage
Supervised
Learning
Klassifizierung gl Bilderkennung
—
! erkennung
Unsupervised
Learning Empfehl
—
systeme
selbstfahrende
Steuerung
! Fahrzeuge
Reinforcement
Learning




Allgemeine Moglichkeiten durch Machine
Learning

e Klassifizierung

* VVorhersage von Werten

 |dentifikation von und in Bild, Video, Audio
* Generierung

 Anomalie-Erkennung

* Steuerung



Beispiel: Phishing-Mail Klassifizierung

...Geben Sie lhre Kontodaten auf folgender Website an...
...Hast du morgen Zeit fir ein Treffen?...

...Um sich vom Newsletter abzumelden...

...Dringender Handlungsbedarf! Beantworten Sie...

true
false
false
true
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ahnliche Anwendungsbereiche:
 Malware-Erkennung

* Intrusion Detection

* Botnet Datenverkehr erkennen



Beispiel: Betrugserkennun

dataset - DataFrame Neurons

Competition layer

Index | CustomerlD A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A1l A12 A13  A14  C(lass
e 15776156 -22 1 11.5 2 4 4 iee 1213 @
1 15739548 @ 22.7 7 2 8 4 160 1 2]
2 15662854 @ 29.6 1.75 1 4 4 280 1 2]
3 15687688 @ 21.7 11.5 1 5 3 (<] 1 -
X4 X2 o 40 a Xn
4 1571575@ 20.2 8.17 2 6 4 60 159
Input layer
5 15571121 @ 15.8 ©.585 2 8 - 160 1 -
Self-Organizing Map scheme.
6 15726466 -17.4 6.5 2 3 4 60 101 <]
7 15660390 @ 58.7 4.46 2 11 - 43 561 -
1.0

8 15663942 -27.8 1 1 2 - 176 538 @
] 15638610 @ 55.8 7.08 2 4 - 160 51 <]

— e —

0.8

N Quelle: https://medium.com/@abhi95.saxena/fraud-detection-using-self-organizing-maps-unsupervised-machine-learning-5c78ae39a584


https://medium.com/@abhi95.saxena/fraud-detection-using-self-organizing-maps-unsupervised-machine-learning-5c78ae39a584

Beispiel: Individuelle Passwortlisten-
Generierung: Angriff

Gender Username First Name Last Name Year of Birth Password
f margarete Judy Wells 1972 Wellsl106
f sondra Lucia Morrow 1950 cvbnm
f zakia Gale Weiss 1999 syndikat
f eada Ana Elliott 1994 Ana94
f karalee Denise Hanson 1965 OLIVER
m agatha Edmond Daniels 1956 Agatha
m john.smith John Smith 2050
input input layer hidden layer output layer target John2050
helo h e 1 o 180374
06031982
Wyp Why
h 1000 0.3 -0.1 0.9} 1.0 2.2 -3.0 4.1] e John !
lwhh ............................................. john!
jOhn.5mi7
e 0100 1.0 0.3 01|—-{ 0.5 0.3 -1.0 1.2 1 ]
| . john.smith
Lssassssssasssssnnsnal l ............................. - Smlth866
1 0010 0.1 -0.5 —0.3|—{ 0.1 0.5 1.9 —1.1| 1 asdfghj
1 ............................. ; John50
[...]
0.3 0.9 07|—{ 0.2 -1.5 -0.1 2.2| o

Quellen: Knabl, Georg (2018). "Machine Learning-driven Password Lists"

i

%ﬂ http://karpathy.github.io/2015/05/21/rnn-effectiveness/

. Master's thesis. FH JOANNEUM, Kapfenberg, Austria.



http://karpathy.github.io/2015/05/21/rnn-effectiveness/

Beispiel: Individuelle Passwortlisten-
Generierung: Absicherung

* Losung: menschlich generierte Passworter erkennen und Benutzer
warnen

e Passwort-Klassifizierer
99% Trefferquote

&CtAEaCp?b&v"s% m 14061966 0.9961306540
-SUUf4TLtF m y-JQe{v; yblqg 0.0000000000
mallrats h ZBT4n#z-x 0.0000121259
bP0.}BO/L&{: m longball 0.9920406811
*=c.rgH$z m vikings 0.9723564484
boxers h gunit 0.9683620674
j&uzHCutff \A({ m .XP?]1b3\6nP]1| 0.0000000000
656565 h 8J9{Bd" 0.0000107884
6>\IB|~Q@4"n}K m 123india 0.9986476258
foreverl h 0.0000058089

*[gg;t

g‘ﬂ Quelle: Knabl, Georg (2018). "Machine Learning-driven Password Lists". Master's thesis. FH JOANNEUM, Kapfenberg, Austria.
&N



Beispiel: Objekterkennung

g;‘i Quelle: http://prostheticknowledge.tumblr.com/post/167868808201/a-computer-vision-systems-walk-through-times

10


http://prostheticknowledge.tumblr.com/post/167868808201/a-computer-vision-systems-walk-through-times

e

Beispiel: Bilderkennungsalgorithmen storen

T sign(VzJ(6,z,y)) esign(VyJ (0, x,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Quellen: https://arxiv.org/pdf/1412.6572.pdf, https://cvdazzle.com/, https://now.avg.com/avg-reveals-invisibility-glasses-at-pepcom-barcelona/, 11
https://spectrum.ieee.org/cars-that-think/transportation/sensors/slight-street-sign-modifications-can-fool-machine-learning-algorithms



https://arxiv.org/pdf/1412.6572.pdf
https://cvdazzle.com/
https://now.avg.com/avg-reveals-invisibility-glasses-at-pepcom-barcelona/
https://spectrum.ieee.org/cars-that-think/transportation/sensors/slight-street-sign-modifications-can-fool-machine-learning-algorithms

Beispiel: Erschwert erkennbare Malware
durch GANs

Training set

Random

Generator
Malware
-
Noise N
Generator
Benign

Quellen: https://arxiv.org/pdf/1702.05983.pdf, https://deeplearning4j.org/generative-adversarial-network,

Adversarial
Malware
Examples

Discriminator

- _} Real
/ _’ @E{Fake

Fake image
Benign & - _
Labelling Adversarial
Malware Examples
with Labels

Black-Box
Detector

Substitute
Detector

http://research.nvidia.com/publication/2017-10 Progressive-Growing-of

12


https://arxiv.org/pdf/1702.05983.pdf
https://deeplearning4j.org/generative-adversarial-network
http://research.nvidia.com/publication/2017-10_Progressive-Growing-of

Beispiel: Spear-Phishing mit Natural Language
Processing

Informationen Malware Nachricht

Ziel ermitteln )
sammeln generieren verfassen

Bobby Williams Hey there! This photo made it into the online edition of our
paper! Check it out: http://ow.ly/R3EbM

Like - Reply - Just now

Jennifer Smith © jsmith1993 - Jul 5
6‘) @ Archaeologists believe they've found the tomb of
="' Alexander the Great is in the U.S. for the first time goo.gl/KjdQYT

%‘i Quellen: https://www.blackhat.com/docs/us—16/materiaIs/us—16—Sevmour—TuIIv—Weaponizing—Data—Science—For—SociaI—Engineering—Automated—EZE-Spear—Phishing-On-Twitter-wp.plrﬁ



https://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-Data-Science-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twitter-wp.pdf

e

Beispiel: Klassisches CAPTCHA knacken
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(128 features)

Quellen: https://medium.com/@ageitgey/how-to-break-a-captcha-system-in-15-minutes-with-machine-learning-dbebb035a710,

http://puremonkey2010.blogspot.com/2017/07/toolkit-keras-mnist-cnn.html
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https://medium.com/@ageitgey/how-to-break-a-captcha-system-in-15-minutes-with-machine-learning-dbebb035a710
http://puremonkey2010.blogspot.com/2017/07/toolkit-keras-mnist-cnn.html

Beispiel: Google reCAPTCHA knacken

I'm not a robot

(a) Before user clicks checkbox.

\/ I'm not a robot

(b) User considered human.

Figure 1: The reCaptcha widget.

Select all wine below. A sample
image is on the right.

\ input

32x32

feature maps
28 x 28

feature extraction

classification

GRIS

Alchemy

Clarifai

NeuralTalk

Caffe

glass, red wine,

wine, merlot,
liquid, bottle,

still, glassware,

alcohol, drink,

red wine, goblet,
wine bottle,

a glass of wine

red wine, wine,
aleohol, drug of
abuse, drug, red

Quellen: https://www.blackhat.com/docs/asia-16/materials/asia-16-Sivakorn-Im-Not-a-Human-Breaking-the-Google-reCAPTCHA-wp.pdf,

https://developer.nvidia.com/discover/convolutionalneuralnetwork

wine and blood wine, glass \Lrineglass. punching bag, sitting on top of a wine, punching
u:lr&raﬁ'e]:lite beer glass, table bag, beaker,
\E‘i(_)ne Ef{;emet perfume, balloon cocktail shaker,
'q taste, leaded table lamp
glass, dining,
party. vino
15


https://www.blackhat.com/docs/asia-16/materials/asia-16-Sivakorn-Im-Not-a-Human-Breaking-the-Google-reCAPTCHA-wp.pdf
https://developer.nvidia.com/discover/convolutionalneuralnetwork

Beispiel: Stimmen immitieren

e Adobe VoCo - YouTube

AND UR

And ur I kissed Jordan tHree times

& [PI®

g‘ﬂ Quelle: https://www.pro-tools-expert.com/home-page/2016/11/16/adobe-voco-should-we-be-afraid
N

16


https://youtu.be/I3l4XLZ59iw?t=4m29s
https://www.pro-tools-expert.com/home-page/2016/11/16/adobe-voco-should-we-be-afraid

Beispiel: Autonome Chatbots

* Google Duplex - YouTube
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g‘ﬂ Quelle: https://hackaday.com/2018/05/10/googles-duplex-ai-has-conversation-indistinguishable-from-humans/
N

17


https://youtu.be/ogfYd705cRs?t=36m16s
https://hackaday.com/2018/05/10/googles-duplex-ai-has-conversation-indistinguishable-from-humans/

Beispiel: Face2Face & DeepFake

Source Actor

Real-time Reenactment

[

Target Actor

Quelle: http://hight3ch.com/face2face-real-time-face-capture-and-reenactment/, https://mashable.com/2018/02/02/what-are-deepfakes/?europe=true#mL 5eGhtbqgq3,
https://boingboing.net/2018/01/25/deepfakes-fakeapp.html, https://www.telekom.de/hilfe/vertrag-meine-daten/login-daten-passwoerter/videoident



http://hight3ch.com/face2face-real-time-face-capture-and-reenactment/
https://mashable.com/2018/02/02/what-are-deepfakes/?europe=true#mL_5eGhtbqq3
https://boingboing.net/2018/01/25/deepfakes-fakeapp.html
https://www.telekom.de/hilfe/vertrag-meine-daten/login-daten-passwoerter/videoident

Beispiel: Chatbots gegen Scammer

Good Day

Thank you for your response.
I can confirm that you are a listed beneficiary for fund transfer.

In response to the notification from the office of the Remittance Director on the payment,

release and transfer of the fund with Ref. (Specified) to you after reconfirmation from you.

Hello.

Thanks for getting back to me. I'm happy to provide you with the details you requested but
I'm a wee bit nervous that I might accidently send them to someone I can’t trust. Can you

please confirm with me your email address so I can memorize it?

Quelle: http://digg.com/2017/re-scam-ai-scammer

19


http://digg.com/2017/re-scam-ai-scammer

Beispiel: Kl lernt Super Mario

State

Gernn 34 species 14 genome 14 (27%)
Fitness: 30& Max Fitness: 4322 Reward

=7 o

Environment

Action

g;‘i Quelle: https://mic.com/articles/120657/this-computer-learned-super-mario-from-scratch-and-now-it-can-kick-your-ass#.vcVO1tFSS 20


https://mic.com/articles/120657/this-computer-learned-super-mario-from-scratch-and-now-it-can-kick-your-ass#.vcVO1tFSS

Battle of the Algorithms

 DEF CON 24 (2016): DARPA's
Cyber Grand Challenge

 erstes Capture-The-Flag mit
autonomen Maschinen

 Finden & Patchen von
Sicherheitsliicken in Binaries

* Angreifen anderer Maschinen

* innerhalb von 5min:

1. erstmaliger Kontakt mit
Sicherheitslucke

2. Analyse
3. Patch-Erstellung
4. Rollout

g;‘i Quelle: https://www.darpa.mil/program/cyber-grand-challenge 21



https://www.darpa.mil/program/cyber-grand-challenge

Fazit

- Technologie schon heute €insatzbereit

* maschineller Input Kaum noch von menschlichem
unterscheidbar

» technologisches Wettrusten zwischen Angreifer und Verteidiger
» Machine Learning Mit Machine Learning bekampfbar
» Machine Learning im Sicherheitskonzept bericksichtigen
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